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Abstract

This paper aims to analyse the impact of Feature Selection on the performance of machine
learning-based Intrusion Detection Systems (IDS) using two benchmark datasets: NSL-KDD and
UNSW-NBI15. Three widely used machine learning algorithms were evaluated: Decision Tree
(DT), Random Forest (RF), and K-Nearest Neighbors (KNN). Performance was measured using
several evaluation metrics, including Accuracy, Precision, Recall, and F1-score, in addition to
Inference Time and Training Time as efficiency indicators. The study adopted a feature selection
methodology based on the Chi-Square test to eliminate redundant features and reduce data
dimensionality.

Experimental results showed that feature selection successfully maintained high model stability
and accuracy while improving computational efficiency. Random Forest achieved an accuracy of
99.78% on the NSL-KDD dataset and 97.63% on the UNSW-NB15 dataset. In contrast, the KNN
algorithm achieved a significant reduction in inference time after feature reduction, decreasing
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from 34.77 seconds to 7.84 seconds. Furthermore, for Random Forest on the UNSW-NB15 dataset,
the training time decreased from 24 seconds to 5.6 seconds, enhancing the model’s efficiency for
real-time intrusion detection systems. The results confirm that feature selection not only improves
classification accuracy but also reduces computational complexity, making IDS more efficient and
scalable for large-scale network environments.
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Dataset, UNSW-NB15 Dataset, Random Forest, Decision Tree, K-Nearest Neighbors (KNN),
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NSL-KDD KNN After FS 0.99219 0.99125 0.99198 0.99162 2.00611 7.84145
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Model Accuracy | Precision Recall F1-Score | Training Time | Inference Time
RF 0.97636 0.98165 0.97529 0.97846 5.09029 0.40702
DT 0.96308 0.96743 0.96544 0.96644 2.08812 0.02500
KNN 0.91130 0.94115 0.89485 0.91742 0.92405 6.33936
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Model | Accuracy | Precision Recall | F1-Score Tra,lrnillﬁi Inference Time
RF | 0.97636 | 0.98265| 0.97426 0.97844 6.20635 0.42602
DT | 0.96445| 0.96813 | 0.96728 0.96771 1.97311 0.01400

KNN | 0.92555| 0.94654 | 0.91654 0.93130 1.24507 6.68538
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