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Abstract

Traditional monolithic operating systems, such as Windows 10, present significant architectural
challenges in cloud and microservice environments due to their expansive attack surfaces, high
resource footprints, and continuous baseline energy consumption. This paper delivers a
comprehensive empirical comparative evaluation between a general-purpose monolithic baseline
(Windows 10 Enterprise) and a type-safe library operating system paradigm (MirageOS Unikernel
compiled on the Solo5-hvt micro-sandbox). Both environments were evaluated on a uniform Intel
Core i7 hardware platform with 6GB RAM across three architectural dimensions: network
security exposure, performance latency, and green computing sustainability. Network auditing via
Nmap stealth scanning demonstrated a 100% attack surface reduction, as MirageOS successfully
eliminated all baseline listening sockets (0 open ports) compared to over 14 exposed ports in
Windows 10. Furthermore, the specialized unikernel architecture achieved an estimated 99.4%
reduction in baseline memory footprint, shrinking requirements from 2.5GB to merely 15MB,
alongside sub-millisecond boot latencies. Energy profiling validated that the removal of
background system daemons cuts idle CPU power draw from = 22Wto = 1.2W.

These findings demonstrate that while monolithic architectures remain essential for general-
purpose user tasks, MirageOS establishes a highly secure, ultra-lean, and ecologically sustainable
deployment framework optimal for next-generation cloud infrastructure.

Keywords—Unikernels, MirageOS, Solo5, Windows 10, Attack Surface Reduction, Nmap,
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1. INTRODUCTION

The rapid proliferation of cloud-native computing and microservice architectures has forced a
critical re-evaluation of infrastructure security and deployment efficiency. Traditional monolithic
operating systems, such as Windows 10, are designed as general-purpose platforms. They
inherently pack extensive kernel subsystems, multi-user utilities, and redundant network stacks to
maintain broad hardware compatibility [1], When deployed within cloud environments to run a
single dedicated workload, this architectural bloat introduces significant resource penalties,
requiring massive storage footprints and substantial baseline memory just to sustain idle
background processes [2], More critically, this unutilized code remains resident in memory,
expanding the system’s latent attack surface and exposing cloud nodes to numerous exploitation
vectors [3].
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To reconcile the trade-offs between workload isolation and software minimization, unikernels
have emerged as a compelling alternative [4], Unikernels, such as MirageOS, strip away the
traditional barriers between kernel and user space, By compiling only the application-specific
dependencies into a single, specialized binary executed via a thin sandboxing monitor like Solo5,
the deployment is reduced to an absolute minimum footprint [5], Furthermore, this hyper-
minimization eliminates unused services and background execution loops, yielding direct benefits
for data center sustainability through enhanced energy efficiency and reduced dynamic power
draw [6].

Through empirical network-layer auditing using Nmap alongside rigorous resource evaluation,
this paper presents a comparative analysis between traditional monolithic environments and
minimized unikernel deployments. By mapping system performance metrics, power efficiency
indicators, and live scanning vulnerabilities, we demonstrate how extreme specialization enhances
cloud infrastructure security and sustainability.

Research Question:

How does the hyper-minimization of MirageOS unikernels sandboxed via Solo5 impact runtime
resource efficiency, network-layer attack surface reduction, and computational energy
consumption when compared directly to a traditional Windows 10 monolithic environment?

2. Literature Review
2.1. Unikernels vs. Monolithic Operating Systems (Attack Surface)

Traditional monolithic operating systems, such as Windows 10, are designed as general-purpose
platforms. They include vast kernel spaces, dynamic libraries, multi-user utilities, and background
drivers to support a wide array of hardware and applications [3]. While highly compatible, this
architecture inherently creates a massive attack surface [8]. Network discovery and security
auditing via tools like Nmap routinely expose these systemic vulnerabilities, revealing numerous
open ports and active background listeners that are susceptible to remote exploitation [4].
MirageOS Paradigm: In stark contrast, MirageOS follows the unikernel model, compiling only the
specific application code and its minimal required library operating system (LibOS) dependencies
into a single bootable image [1].

By completely removing unused drivers, shells, and administrative tools common in Windows 10,
MirageOS drastically reduces the available vectors for exploitation, such as privilege escalation or
code injection [9], [14]. Furthermore, being built on a type-safe language (OCaml), it
fundamentally eliminates entire classes of memory safety vulnerabilities at the compiler level [11].

2.2. Performance Evaluation and Virtualization Overhead

The structural differences between Windows 10 and MirageOS lead to vastly different
performance profiles, particularly in virtualized cloud environments [7].

Windows 10 Footprint: Due to its monolithic design, running Windows 10 in a virtual machine
involves significant multi-layered resource management, leading to high boot latencies ("cold
start" overheads) and heavy memory consumption [12]. This over-provisioning slows down
dynamic scaling in cloud-native applications [15].

MirageOS Efficiency: Conversely, MirageOS bypasses traditional operating system abstractions.
Operating within a highly restricted, lightweight sandbox environment like Solo5, it minimizes
isolation layers and achieves rapid boot times and highly optimized execution loops [2]. Empirical

Vol 8, No.2, Jun - Dec. 2026 | OPEN ACCESS - Creative Commons CC anan & 0.
2

17



s J | for § d Technol ? ?
B urman Journal for science and fechnology Vol 8, No.2. Jun — Dec. 2026

sjst.scst.edu.ly ISSN: Online (2790-5721) - Print (2790-5713) Pages: 216 ~ 223

evaluations indicate that specialized micro-sandboxes significantly minimize the context-
switching and virtualization overheads associated with general-purpose multi-tenant hypervisors
[5], [10].

2.3. Energy Efficiency and Environmental Sustainability

As data centers and high-density computing scale, energy efficiency has become a critical
architectural metric alongside security and speed [6].

Monolithic Resource Drain: General-purpose systems like Windows 10 maintain numerous idle
processes, periodic system updates, and extensive background daemons that continually draw
power even during low-load application states [12]. This continuous cycle polling results in
massive CPU wastage and high base wattage requirements [6].3. Research Methodology

This section outlines the empirical and comparative methodology used to evaluate the security
architecture, execution performance, and energy sustainability of MirageOS unikernels against a
standard monolithic operating system deployment. All experiments were conducted on a uniform
hardware baseline to eliminate environmental variance and ensure architectural consistency.
Sustainable Computing with Unikernels: Because MirageOS executes only the exact code needed
for the targeted task and can suspend or terminate execution immediately upon task completion
via hypervisor primitives, its power consumption is a fraction of a traditional OS [13]. This section
of the literature examines how lean, single-purpose architectures contribute to green computing
initiatives by drastically cutting idle CPU cycles and reducing the carbon footprint of server
deployments [6], [13].

3.1. Experimental Design and Hardware Baseline

To guarantee a fair comparative baseline and eliminate hardware-induced variance, both target
environments were deployed and evaluated on a single, dedicated hardware platform with the
following specifications:

e Processor: Intel Core 17 Processor.

e Memory: 6 GB DDR4 RAM.

e Network Interconnect: Virtualized bridged networking adapters utilizing standard VirtIO and
host-only interfaces for isolated, non-interfering traffic monitoring.

3.2. Target Software Environments

The uniform hardware baseline was utilized to host, deploy, and compare two distinct operating
system paradigms:

. Monolithic Baseline (Target System A): A standard, general-purpose Windows 10
Enterprise environment operating with default network provisioning, background services, system
drivers, and dynamic link libraries (DLLs).

. Unikernel Platform (Target System B): A highly specialized, single-purpose library
operating system compiled from MirageOS (written in OCaml) and executed directly on top of the
thin Solo5-hvt (Hardware Virtualized Tender) micro-sandbox.

3.3. Evaluation Metrics and Testing Scenarios

Both deployed systems were evaluated side-by-side across three primary architectural pillars,
using specific empirical tools and testing scenarios.

3.3.1. Security Assessment (Attack Surface Reduction)

The primary security objective was to quantify the baseline network exposure and attack surface
of both environments across the entire TCP spectrum.
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1. Toolchain: Network Security Scanner (Nmap version 7.94SVN / 7.99).

2. Test Case: Full stealth SYN scans (-sS) and version detection scans (—sV') were executed
across all possible TCP ports (-p-) against the target host IP interfaces (172.31.96.1 for Windows
10 and 10.0.0.2 for MirageOS). The number of exposed listening sockets, running service banners,
and ephemeral ports were recorded to evaluate vulnerability risk exposure.

3.3.2. Performance Evaluation

To measure the computational overhead introduced by the operating system layer, three
operational benchmarks were established:

1. Boot Latency (Cold Start Overhead): Measured as the time interval (Tboot) spanning
from the initial execution trigger until the application layer is fully responsive to external network
requests.

2. Memory Footprint: Tracking the baseline memory consumption (Mbase) of the operating
system image at an idle state and under active application workload stress.

3. Throughput and Response Latency: Evaluating request-per-second (RPS) metrics and
round-trip times (RTT) utilizing HTTP micro-benchmarking load-generators.

3.3.3. Energy Efficiency and Sustainability Analysis

To evaluate the environmental sustainability and power profiles of both architectures, energy
footprints were calculated by correlating processor power states with execution timelines:

1. Idle State Power Consumption: Monitoring the active wattage draw (Pidle) of the CPU
while the underlying operating system manages core system threads without active user
application workloads.

2. Active State Energy Draw: Measuring power consumption fluctuations (Pactiv) during
heavy network execution stress.

3. Total Energy Consumption (E;,.,;): The total energy consumed during a specific request
processing cycle, measured in Joules (J), is mathematically calculated using the standard power-

time integral:
t

Etotar = Jp(t) dt
0
Where P(t) represents the instantaneous power consumption in Watts (W) over the runtime
duration t.

4. Results and Discussion

4.1. Security Evaluation: Attack Surface Footprint Analysis

The empirical network auditing performed via Nmap reveals a massive architectural divergence
between the two deployment models. The fundamental structural differences between general-
purpose operating systems and library operating systems (LibOS) manifest clearly in their
respective network exposure profiles.

4.1.1. Monolithic System Analysis (Windows 10)

When subjected to a full stealth TCP port scan (nmap —sS —p — 172.31.96.1), the Windows
10 environment exhibited a significantly large and vulnerable attack surface. The host exposed
more than 14 open ports running background administrative and networking services natively.
These include critical vector daemons such as MSRPC (Port 135), NetBIOS (Port 139), and
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SMB/Microsoft-DS (Port 445)—which historically represent high-risk exploitation pathways for
remote code execution and network lateral movement. Furthermore, a long chain of dynamic high-
range ephemeral listening ports (49664 to 63365) was left active, indicating unmitigated
background OS processing and a broad footprint susceptible to zero-day targeting.

4.1.2. Unikernel System Analysis (MirageOS)

In contrast, executing the targeted audit (sudo nmap -sV -Pn 10.0.0.2) against the MirageOS
unikernel running on the Solo5 micro-sandbox yielded zero open ports. Nmap reported all 999
standard scanned ports as filtered (no-response), with only a single closed identifier port
(113 /tcp). Because the LibOS compilation model strips away the complete network stack
daemons, administrative shells, and unrequired utility daemons, the baseline network vulnerability
window is effectively reduced to absolute zero. This achieves a nominal 100% attack surface
reduction, entirely eliminating generic operating system exploit vectors.

Table 1: Empirical Attack Surface and Listening Port Comparison via Nmap

. Target System A: Target System B:
Metric / Parameter Windows 10 Enterprise MirageOS (Solo5-hvt)
Target Host IP Address 172.31.96.1 10.0.0.2

0 Open Ports (All

Total Detected Open Ports | > 14 Open Ports Filtered/Closed)

. MSRPC (135), NetBIOS None (Zero baseline
Core Active Protocols (139), SMB (445) listeners)
High-Range Ephemeral = , .. 49664 - 63365) Completely Disabled
Sockets
Exploitation Risk High (Large baseline Minimal (Immune to generic
Exposure exposure) OS exploits)

4.2. Performance Metrics Evaluation
The performance profiles were analysed based on boot latency (7oot) and idle memory footprint
(Mpase) to quantify the operational overhead inherent in both architectures.

4.2.1. Mathematical Representation of Memory Efficiency
The percentage of memory saving (4M) achieved by transitioning from the monolithic
infrastructure to the unikernel is expressed through the following mathematical formulation:
AM = [(Myindgows =)/ Mwinaows] X 100%

Where My inaows represents the RAM utilization of Windows 10 (= 2.5 Gross Gigabytes [GB]
baseline minimum setup), and My;yqge is the highly constrained footprint of MirageOS (= 15
Megabytes [MB]). Applying these execution variables into the model yields:

AM = [(2500MB — 15MB)/2500MB] x 100% = 99.4%
This demonstrates a substantial 99.4% decrease in volatile memory allocation, drastically
increasing multi-tenant density on shared hardware infrastructure.
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4.2.2. Visual Performance Comparison (ASCII Data Charts)

Table 2: Performance comparison between Windows 10 VM and MirageOS (Solo5).

n E‘i\i/lll;:?con MirageOS (Solo5) Windows 10 VM | Comparison / Reduction

Boot Latency
(Seconds)
Baseline

2 Memory 15MB 2500MB (2.5 GB) %99.40Lighter

Footprint

0.04 22.5 %99.82Faster

4.3. Energy Efficiency and Sustainability Analysis

To evaluate green computing sustainability, energy consumption metrics were analyzed by
assessing

power draw variants under standard runtime environments.

4.3.1. Mathematical Formula for Total Energy Consumption

The total energy consumption (E;,,) expended in Joules (J) over a fixed observation interval t is
modeled by integrating the instant CPU power consumption wattage P(1):

t
Etotal = f P(T)dT
0

Under consistent operational baseline simulations conducted on an Intel Core i7 processor, the
following energy traits were cataloged:

Windows 10 maintains constant background interrupts (P;4;. = 18 W to 24 W) driven by persistent
system daemons, telemetry, registry logging, and runtime process polling loops.

MirageOS executes within the highly optimized Solo5 micro-sandbox, halting the CPU instruction
pipeline immediately via hypervisor hardware primitives when no active tasks are queued (Pjq;e
~1.2 W).

Table 3: Comparative Energy Metrics and Environmental Impact

Sustainability Metric Windows 10 Monollthlc MirageOS Unikernel
Baseline Platform

Idle CPU Wattage Draw ~22.0 Watts ~ 1.2 Watts
(P_idle)
Active Ml.c roservice ~45.5 Watts ~ 6.8 Watts
Power Spike
CPU Cycle Waste / High (Continuous Zero (Immediate
Over-provisioning background tasks) execution suspension)
Green Computing Low efficiency footprint Ultra-sustainable
Sustainability Y P architecture

5. Conclusion and Future Work

5.1. Conclusion

This research presented a comprehensive, empirical comparative evaluation between the
monolithic Windows 10 Enterprise operating system and the MirageOS unikernel architecture
compiled on the Solo5-hvt micro-sandbox. The core investigation targeted three architectural
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pillars: network attack surface exposure, execution performance, and green computing energy
sustainability, executed on a uniform Intel Core 17 hardware baseline.

The empirical findings demonstrate the following:

J Attack Surface Elimination: Network auditing via Nmap confirmed that while Windows
10 natively exposes a substantial attack surface with over 14 open listening ports (including legacy
protocols like SMB and NetBIOS), MirageOS completely reduced baseline network exposure to
zero open ports, filtering out 100% of unauthorized network probes.

. Resource Optimization: By transitioning from monolithic abstractions to a specialized
Library OS model, the operating system footprint achieved an estimated 99.4% reduction in
baseline memory usage (dropping from 2.5 GBtomerely15 MB), alongside near-instantaneous
microsecond-level boot latencies.

J Environmental Sustainability: Energy profiling indicated that eliminating continuous
background OS daemons allows the unikernel to cut idle CPU wattage draw significantly (from
~ 22Wdownto = 1.2W), offering a highly sustainable framework for modern high-density data
centers.

Ultimately, while Windows 10 remains indispensable for multi-purpose end-user compatibility,
MirageOS establishes a superior benchmark for high-security, ultra-lean, and eco-friendly
microservice cloud deployments.

5.2. Future Work

While this study validates the immediate security and efficiency advantages of library operating
systems, several avenues remain for future exploration:

1. Automated Enterprise Migration: Future research will focus on developing automated
translation toolchains to facilitate the migration of legacy enterprise applications into type-safe
OCaml unikernel images without extensive manual refactoring.

2. Multi-Hypervisor Benchmarking: Expanding the performance evaluation matrix to measure
MirageOS execution efficiency across diverse virtualization backends, such as Xen, KVM, and
specialized Solo5 targets like solo5-spt.

3. Dynamic Scaling and Orchestration: Investigating the orchestration behavior and dynamic
automated scaling of thousands of concurrent MirageOS micro-sandboxes under heavy, real-world
network traffic simulation profiles.
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