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Abstract 

Traditional monolithic operating systems, such as Windows 10, present significant architectural 

challenges in cloud and microservice environments due to their expansive attack surfaces, high 

resource footprints, and continuous baseline energy consumption. This paper delivers a 

comprehensive empirical comparative evaluation between a general-purpose monolithic 

baseline (Windows 10 Enterprise) and a type-safe library operating system paradigm 

(MirageOS Unikernel compiled on the Solo5-hvt micro-sandbox). Both environments were 

evaluated on a uniform Intel Core i7 hardware platform with 6GB RAM across three 

architectural dimensions: network security exposure, performance latency, and green 

computing sustainability. Network auditing via Nmap stealth scanning demonstrated a 𝟏𝟎𝟎% 

attack surface reduction, as MirageOS successfully eliminated all baseline listening sockets (0 

open ports) compared to over 14 exposed ports in Windows 10. Furthermore, the specialized 

unikernel architecture achieved an estimated 𝟗𝟗. 𝟒% reduction in baseline memory footprint, 

shrinking requirements from 2.5GB to merely 𝟏𝟓𝐌𝐁, alongside sub-millisecond boot latencies. 

Energy profiling validated that the removal of background system daemons cuts idle CPU 

power draw from ≈ 𝟐𝟐W𝐭𝐨 ≈ 𝟏. 𝟐W. 
These findings demonstrate that while monolithic architectures remain essential for general-

purpose user tasks, MirageOS establishes a highly secure, ultra-lean, and ecologically 

sustainable deployment framework optimal for next-generation cloud infrastructure. 
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1. INTRODUCTION 

The Security auditing serves as the backbone of operating system defense. In Linux 

environments, administrators rely heavily on audit daemons, such as auditd, to monitor system-

wide activities, track file access, and detect suspicious process execution [1], [2]. This constant 

monitoring is critical, especially when dealing with forensic analysis or compliance with 

security policies [7], [10]. Essentially, without these logs, it would be impossible for security 

teams to investigate security incidents or verify that the system has not been tampered with 

[15]. 

 

Problem Statement: 

However, there is a fundamental conflict between the need for detailed audit logs and the 

growing demand for user privacy [3]. Current auditing tools are built to capture everything in 

detail, including data that could link specific activities to individual users. Because these logs 

are typically stored in plain text, they become a high-value target for attackers [4], [6]. If an 



 
sjst.scst.edu.ly 

Surman Journal for Science and Technology 

ISSN: Online (2790-5721) - Print (2790-5713) 

 مجلة صرمان للعلوم والتقنية   
Vol 8, No.2. Jun – Dec. 2026    

         Pages:  287~ 295          

 

Vol 8, No.2, Jun - Dec. 2026  | OPEN ACCESS - Creative Commons CC   
288 

 

unauthorized party or an insider with administrative access reads these logs, they can easily 

infer sensitive user habits or uncover private information [8], [14]. The problem is that most 

existing logging frameworks do not have a built-in mechanism to hide this sensitive information 

at the collection level. As a result, we are currently forced to choose between having an "audit-

heavy" system that records everything (but risks privacy) and a restricted system that is safe for 

privacy (but lacks sufficient security data) [9], [13]. 

 

Research Questions: 

To investigate this conflict, this research explores the following questions: 

RQ1: How can we successfully integrate Differential Privacy (DP) techniques into the existing 

Linux audit workflow without breaking the system’s ability to record necessary events? 

RQ2: To what extent does the Laplace mechanism, when applied to access frequencies, 

preserve the statistical utility of the logs while ensuring privacy? 

RQ3: Does the implementation of a privacy-preserving layer cause a noticeable performance 

degradation (in terms of CPU and RAM) on a standard Linux environment? 

 

Contribution: 

This research provides a practical solution to the privacy-vs-traceability dilemma by 

introducing a privacy-preserving audit architecture. Our contribution is threefold: first, we 

demonstrate how to connect the Linux audit subsystem with Python-based differential privacy 

libraries, such as diffprivlib. Second, we evaluate the impact of the Laplace mechanism on log 

accuracy. Third, we validate this architecture through a working implementation on an Ubuntu 

testbed, showing that it is possible to maintain audit integrity while protecting sensitive user 

data. By doing this, we provide a model that can be adopted by organizations needing to secure 

their log files without sacrificing the ability to monitor their systems effectively [11], [12]. 

 

2. Literature Review 

In the last few years, several researchers have looked into improving system logs and protecting 

user privacy. I have categorized these studies into two groups: those that focus on improving 

the performance of log collection, and those that focus on applying privacy models to data. 

2.1. Recent Work on Linux Auditing (2022–2025) 

 Extensive Most current research on Linux auditing focuses on how to make logs more useful 

for security teams. For instance, Smith and Jones (2022) [7] worked on a framework that 

automatically creates audit rules to track file access. Their tool is great for detecting 

unauthorized changes, but it keeps all the logs in raw text. Similarly, Al-Mansoori et al. (2024) 

[10] built a kernel module to speed up log collection. Both studies did a good job at catching 

threats, but they didn’t really think about privacy. They assumed that if you are an admin, you 

should see everything. This creates a big issue because if someone hacks the admin account or 

an insider gets access, all the private user data is exposed. These studies don't provide any way 

to hide or mask this sensitive information. 

2.2 Applying Differential Privacy (2023–2026) 

On the other side, some researchers have tried to use Differential Privacy (DP) to fix privacy 

leaks. Chen and Wang (2023) [11] showed that you can use the Laplace mechanism to hide 

individual records in databases. This is a solid approach, but the problem is that their method is 

designed for static data in databases, not for the constant, fast stream of system calls you get 

from an OS. Then, there is the work of Davis et al. (2025) [12], who tried applying DP to cloud 

streams. While their math is correct, their system is too heavy. It requires too much processing 
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power and needs a cloud setup, which isn't practical for someone who just wants to run a secure 

log audit on a local Linux server. 

2.3. Identifying the Research Gap 

 After reviewing these recent studies, it is clear why my research is needed. There is a "gap" in 

the current literature: 

1. The Utility vs. Privacy Trade-off: The auditing tools ([7], [10]) are fast but ignore 

privacy completely. The DP tools ([11], [12]) provide good privacy but are too heavy and 

complicated to run on a local system. 

2. Lack of Local Implementation: Almost all current DP solutions require a big server 

or a database environment. None of them explain how to connect a standard tool like auditd to 

a privacy mechanism directly on a local Linux machine without causing performance issues. 

This is exactly where my work comes in. I am not trying to build a massive cloud solution; I 

am building a lightweight, local integration that uses the Laplace mechanism to protect audit 

logs in real-time. By connecting auditd with a simple privacy layer, I show that you can actually 

have both—a secure audit log that doesn't leak user-specific patterns. This is the practical 

solution that is currently missing in the literature. 

 

3. Methodology  

3.1 System Design 

 The core objective of the Privacy-Preserving Audit Wrapper (PPAW) is to enforce differential 

privacy on system logs without altering the underlying Linux kernel architecture. This design 

relies on a non-intrusive middleware approach, where privacy is enforced at the collection layer 

rather than the storage layer. 

 
Figure 1: High-Level System Architecture of the PPAW Framework 
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3.2 Mathematical Foundation: Differential Privacy Model 

To ensure that the audit logs are mathematically secure, we define our system query 𝒇 as the 

frequency of file access requests. Given the sensitivity of system logs, we employ the Laplace 

Mechanism to satisfy 𝝐-differential privacy. The probability density function is given by: 

 

𝑷(𝒚) =
𝟏

𝟐𝒃
𝐞𝐱𝐩(−

|𝒚|

𝒃
) , where 𝒃 =

𝚫𝒇

𝝐
 

 

In our implementation, 𝚫𝒇 (sensitivity) is set to 1, because each event represents a single access 

request. By adjusting 𝝐, we control the balance between privacy and log accuracy. 

3.3 Software Logic and Data Flow 

The logic flow ensures that even if an adversary gains root access, the log files represent a 

"noisy" version of the events. Figure 2 details the sequential decision-making process within 

the Python middleware. 

 

 
Figure 2: Sequential Logic Flow of the Privacy Wrapper 

 

3.4 Design Specifications 

As demonstrated in Figure 1 and Figure 2, the framework adheres to the following design 

principles: 

1. Event-Driven Filtering: The wrapper uses a pre-defined filter list to identify "sensitive" 

file access paths, significantly reducing the computational burden. 

2. Stateless Processing: The Python wrapper treats each log batch independently, ensuring 

that if the system restarts, the privacy mechanism remains consistent. 

3. Audit Integrity: The original auditd configuration remains untouched, ensuring that the 

primary system security monitoring is never compromised. 

This methodology establishes the theoretical and architectural foundation for the PPAW 

framework. The following section (Section 4) will detail the practical implementation of these 

components using the specified Linux environment and software tools. 
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4. Implementation 

This section details the practical setup of the testbed and the technical configuration of the 

Privacy-Preserving Audit Wrapper (PPAW). All implementation steps were carried out to 

ensure the system is reproducible, lightweight, and effective in a standard Linux environment. 

4.1 Testbed Environment Configuration 

To replicate a realistic enterprise workload, the environment was built within a virtualized 

infrastructure. The choice of software versions was based on stability and the availability of the 

required security libraries. 

 

Table 4.1: Technical Specifications of the Implementation Environment 

Component Specification 

Virtualization VMware Workstation 15.5 Pro 

Operating System Ubuntu 20.04 LTS 

Audit Framework auditd (v2.8.5) 

Python Environment Python 3.8.10 

Privacy Library diffprivlib (v0.5.1) 

Component Specification 

 

4.2 Audit Subsystem Deployment 

The To capture sensitive file access events, we utilized the Linux Audit Daemon (auditd).  

We defined a custom audit rule targeting the /etc/hosts file: 

sudo auditctl -w /etc/hosts -p wa -k privacy_test 

The functionality of the rule was verified via ausearch, confirming the successful interception 

of system calls. 

4.3 The Privacy Middleware (Implementation Details) 

I developed the PPAW middleware using Python 3.8.10. The script operates as a background 

service (systemd unit) that performs the following three-step logic: 

1. Stream Parsing: The script uses a file-pointer approach to tail the /var/log/audit/audit.log 

file. By using a non-blocking I/O approach, it ensures that log processing does not block the 

kernel’s auditing capability. 

2. Noise Calibration: Using diffprivlib. mechanisms. Laplace, I initialized a mechanism 

with a fixed sensitivity (𝚫𝒇 = 𝟏). The privacy budget (𝝐) is passed as a configuration variable, 

allowing for real-time adjustments based on the required level of privacy. 

3. Sanitization Logic: The script maintains a temporary hash map (dictionary) in RAM 

where key=uid and value=count. Every time an event is triggered, the count is incremented, 

and the noisy output 𝒄𝒐𝒖𝒏𝒕′ = 𝒄𝒐𝒖𝒏𝒕 + 𝑳𝒂𝒑𝒍𝒂𝒄𝒆(𝟏/𝝐) is calculated and appended to the 

secure log file. 

 

The privacy layer was developed in Python, leveraging the diffprivlib library to inject 

mathematical noise into the audit metrics. The environment was validated for library 

compatibility, ensuring that numpy, pandas, and scikit-learn were correctly configured to 

support the privacy engine. 
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Code 4.1: Implementation of the Laplace Mechanism 

 
 

4.4 Validation of Results 

The execution of the PPAW engine demonstrates the successful transition from raw sensitive 

counts to privacy-protected metrics. By running the implementation code, we achieved the 

following output: 

• Original Access Count: 10 

• Private (Noisy) Access Count: 7.75 

 
Figure 4.1: Result Verification 

 

5. Evaluation & Results 

This section presents the experimental validation of the PPAW framework, focusing on 

performance overhead and privacy efficacy. 

5.1 Performance Analysis 

We measured the impact of the PPAW middleware on system resources. Comparing the 

baseline (auditd) to the PPAW-enabled system reveals the operational cost of privacy. 

 

Table 5.1: Comparative Performance Metrics 
Metric Baseline (Standard Auditd) PPAW Enabled Impact 

CPU Utilization (%) 1.2% 3.5% +2.3% 

RAM Usage (MB) 45 MB 165 MB +120 MB 

Log Latency (ms) 2 ms 14 ms +12 ms 

 

10
7.75

OriginalPrivate

Count Value

Count Value
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Figure 5.1: Visual comparison of resource utilization post-PPAW deployment. 

 

Analysis: As shown in Table 5.1 and Figure 5.1, the overhead is minimal. A latency increase 

of 12ms is negligible for security monitoring, confirming that PPAW is lightweight and 

preserves system stability. 

 

5.2 Privacy-Utility Trade-off 

We tested the system by varying the privacy budget (𝝐) to evaluate threat detection accuracy 

versus identity protection. 

 

Table 5.2: Evaluation of Privacy-Utility 
Privacy Budget (ϵ) Detection Rate (%) Identity Protection (%) 

0.1 88.5% 98.2% 

0.5 96.2% 91.5% 

1.0 99.1% 85.0% 

 

 
Figure 5.2: Trend of detection accuracy relative to privacy budget (𝜖). 
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Analysis: Table 5.2 and Figure 5.2 confirm that 𝝐 = 𝟎. 𝟓 represents the optimal "sweet spot," 

maintaining a high threat detection rate (96.2%) while ensuring robust privacy. 

 

5.3 Resilience Against Inference Attacks 

We evaluated the framework's ability to defend against user-profiling attacks. 

 

Table 5.3: Adversary Success Rate 
Scenario Success Rate (%) 

Standard Auditd 95.0% 

PPAW Enabled (𝜖 = 0.5) 22.0% 

 

 
Figure 5.3: Reduction in adversary success in user profiling. 

 

Analysis: Figure 5.3 illustrates that the PPAW framework effectively masks individual 

signatures, reducing the correlation success rate from 95% to 22%. This demonstrates a 

significant enhancement in privacy without compromising the core utility of system audit logs. 

 

6. Conclusion and Future Work 

6.1 Conclusion 

This research addressed the critical security challenge of balancing system observability with 

user privacy in Linux environments. Traditional auditing tools, such as audit, are vital for 

forensic analysis and threat detection; however, they inherently expose sensitive user activity 

patterns, leading to privacy vulnerabilities and potential compliance violations. To overcome 

this limitation, we introduced the Privacy-Preserving Audit Wrapper (PPAW). The proposed 

framework acts as a lightweight middleware layer that captures system call streams, processes 

them in real-time, and applies differential privacy specifically utilizing the Laplace mechanism 

to sanitize audit metrics before permanent logging. Through rigorous experimental evaluation 

in a virtualized Ubuntu testbed, we demonstrated that: Minimal Performance Overhead: The 

PPAW framework introduced negligible resource consumption, with a CPU increase of only 

2.3% and a log write latency increase of 14ms, confirming its suitability for high-traffic 

operational environments, Optimal Privacy-Utility Balance: By calibrating the privacy budget 

to (𝝐 = 𝟎. 𝟓), the system achieved a high threat detection rate of 96.2% while ensuring robust 

user identity protection. Resilience Against Inference Attacks: The framework successfully 

reduced the success rate of malicious user-profiling and correlation attacks from 95.0% down 

95

22

Standard Auditd(ϵ=0.5)

Success Rate (%)

Success Rate (%)
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to 22.0%, effectively masking individual signatures without compromising the forensic 

integrity of the system. 

In conclusion, the PPAW framework provides a reliable, scalable, and mathematically 

grounded solution that bridges the gap between comprehensive system monitoring and strict 

data privacy compliance. 

 

6.2 Future Work 

While the PPAW framework successfully fulfils its core objectives, several avenues remain 

open for future research and enhancement: Multi-Node Log Aggregation: Extending the 

middleware to handle distributed auditing environments, such as Kubernetes clusters or 

enterprise-wide multi-host infrastructures. Dynamic Privacy Budget Allocation: Implementing 

adaptive algorithms that automatically adjust the epsilon (𝝐) parameter based on real-time 

threat levels or the sensitivity of specific system components.Advanced Noise Mechanisms: 

Exploring the application of exponential and Gaussian mechanisms to handle complex 

categorical and multidimensional log features more efficiently. 
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