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Abstract:

The new IEC 61850 integrates stability, security, interoperability, modeling, mapping
to a substation, and reliability. Presently, at the time being expensive fiber-based Ethernet LAN
is the most prevalent technology for medium and low-voltage distribution substations. To
overcome this problem Wireless Local Area Network (WLAN) has been introduced for its
suitability and applications that are compliant with IEC 61850: automation, metering; control,
monitoring; and over-current protection. In this paper, the IEEE 802.11n WLAN is studied
when used in various IEC 61850-supported applications for substation automation. GOOSE
message is a very important application to protect and control applications using the new
protocol IEC 61850.
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1. Introduction

Protection engineers are often faced challenges that can be stated with alternative
easy inquiry “To use the IEC 61850 or not “answers regarding too many engineering researches
in control and automation in the substations is obviously yes. The IEC61850 protocol is the
only one that supports systems based on multivendor Intelligent Electronic Devices (IEDs)
networked together to provide protection, monitoring, automation, metering, and control
functions. The interoperability of equipment and systems is ensured by providing compatibility
between interfaces, protocols, and data models. This paper presents stations implementing
using the new IEC 61850 standard and its applications examples which are organized. The IEC
61850 standard applicability and viability as the recognized communication standard for
substations automation are excellent. Therefore, it is possible with IEC 61580-GOOSE message
to achieve high speed communication for interlocking switchgears across bays (substations).
The ‘generic object-oriented substation event’ is abbreviated as GOOSE, a service of fast
communication that is independent of communication between the client (centralized station
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controller) and the server (bay control unit). The WLAN is being widely organized in smart
networks [1]. The WLAN was studied extensively for home automations and industrial
applications due to its simplicity [2]. A few examples of research in WLAN for control,
monitoring and protection have been described in [3]. Numerous automation systems which
use WLAN has defined in [4] and the application of the same Wireless Local Area Network
(WLAN) in substations was done as well [5]. In the above-mentioned articles, performances of
wireless LAN have been evaluated for the applications of IEC 61850 based smart network
supply substation. All researches classified the applications of smart distribution and show that
the WLAN technology can achieve technical and economic advantages in these applications.
The paper focus on the presentation of the ETE Delay of GOOSE message using the multipoint
to point (Access Point) network. The influence of Radio Frequency Interference (RFI), and
Electro-Magnetic Interference (EMI) effect, was assumed to be the Gaussian probability
density function distribution. The rest of the paper is organized as follows: the second section;
focuses on the GOOSE message for IEC 61850, and section 3 describes the Future for IEC
61850. Finally, the conclusion is given in section 4.

2. GOOSE Message for IEC 61850

Using the goose message in control and protection application will improve the
reliability, performance, and efficiency of the system. The Transmission Control Protocol
(TCP) is a connection-oriented protocol, the devices at the end points establish an end-to-end
connection before any datais sent. TCP protocol is more reliable, because they guarantee that
data will arrive in the proper sequence. Regarding to their principles TCP cannot meet the
protection application requirements. This has led to another type of communication based on a
connectionless technique. Using this technique of communication between Intelligent
Electronic Devices (IEDs) means there is no assurance that the data will be received. Due to
that IEC 61850 protocol has presented specific mechanisms to ensure the transfer of data to the
receivers. Peer-to-peer (P2P) communication standard used for IEC 61850 makes the control
and protection very attractive. P2P communications in IEC 61850 can used unicast, or multicast
for data delivery, enabling the IEDs to manage and exchange of information with all devices.
In order to obtain high-speed control and protection in Substation Automation Systems (SASS),
the system must meet specific requirements. The performance transfer time requirements
needed for control, protection, monitoring, and recording are different based on IEC 61850.

Regarding to the definition of time transfer, the GOOSE communication is much better
than hardware interface communication. Priority tagging improves the performance of
protection, while the availability of VLAN improves the security and flooded the network.
Protection and control based on P2P communication in compliance with IEC 61850 was
designed by the way that can meet the different requirements. The concept of event model not
according to commands, but based on sending an indication that particular event is happening.
This way will be supporting high speed and reliable communication between different IEDs
and enabling to replace the hardwire signal between devices by using message exchange, as a
result, the protection and automation control improved. The GOOSE communication messages
based on a publisher/subscriber technique. The publisher multicast GOOSE message to the
different subscriber-servers or clients. As mentioned, the GOOSE message replaces the hard -
wired signal in IEC 61850 When it is used for protection and control, then the GOOSE message
introduces a different way that ensure the received information. It used the repetition techniques
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with varying time interval between the recurrent message until a new variation happening. The
GOOSE messages recurrent with a growing time from T min to T max. The reiteration with T
max continues forever, until the next event happens and the recurrent rate start again with T
min see Figure 1. The GOOSE message having data attributes likes the sequence number (sq
Num) and state number (st Num) which can be used for obtrusion finding. Then using GOOSE
message for protection and control in substation automation system will reduce the installation
cost; improve the reliability, overcoming the limitations of binary interfaces, and reduce
maintenance.

The ETE delay performance of this scenario at different path streaming and different
signal to noise ratio was mentioned in Table 1. Table 1 shows that the ETE delay using WLAN
Technology achieve the time delay requirements mentioned in IEC 61850-5. Except the case
when the signal to noise ratio equal to 19 dB in this scenario only require publishing and
subscribing to GOOSE messages from the adjacent protection feeders’ IEDs. Table 2 represent
the same result at 5.0 GHz band of IEEE 802.11n, Table 2 observes that delay is less compared
to 2.4 GHz, but distance for 5.0 GHz is less.

? ‘ GOOSE repetition ‘ ‘ T ‘
Tmax=1024ms intervals

Tmax
Tmin ‘ 1024ms
2ms |

‘ Data change ‘

|

Figure 1. Reliability of the GOOSE message

3. Multicast GOOSE Message Benefits for Feeder Protection

Referring to Figure 2, the voltage drops when a fault occurs in feeder 2 in a distribution
system results in an inrush condition afterthe clearing of the fault, this may lead to the undesired
operation of protection elements of multifunctional relays on the healthy feeders. Once a fault
on the feeder 2 that it is protecting is detected by a protection feeder IED, a GOOSE message
will be sent to all other protection feeder IEDs telling them to guess an inrush as a result of the
voltage recovery following the fault clearing. Each of the protection feeder IEDs on the healthy
feeders subscribes to GOOSE messages from all adjacent feeder protection IEDs and when it
receives a message indicating adjacent feeder fault, it adapts its settings for the period of time
that the expected inrush condition is going to last. This scenario was done as shown in Figure
2 using WLAN IEEE 802.11n with packet length 100 bytes for GOOSE message, and the fault
feeder sends GOOSE message with repetition as shown in Figure 3, while the health feeder
sends the GOOSE message as shown in Figure 4
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Figure 2. GOOSE message for fault feeder’s distribution
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Figure 3. GOOSE message from Fault Feeders
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Figure 4. GOOSE message from Health Feeders

Table 1

1.5

ETE performance for IEEE 802.11n at 2.4 GHz Band

(S/N) signal to Noise Stream Minimum ETE delay(ms) [Maximum ETE delay (ms)
ratio (dB)
36.5 1 0.2 0.65
29 1 0.2 0.65
19 1 10 20
22 4 0.05 0.15

Table 2

ETE performance for IEEE 802.11n at 5.0 GHz Band

(S/N) signal to Noise Stream Minimum ETE delay Maximum ETE delay
ratio (dB) (ms) (ms)
33 4 0.055 0.085
33 1 0.070 0.090
22 1 0.090 0.095
22 4 0.06 0.09
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4. Centralized Load Shedding Using WLAN GOOSE Message.

Allocated load shedding is a new idea, in which, every individual allocation feeder to
be prepared with an IED which could accomplish the function of load shedding and calculate
the frequency. That means also every feeder relays requires having a voltage input that
generally specifies a higher cost device of high end. Nevertheless, this kind of a device not only
offers protection, but recording, measurements and other required functions also, and improved
consistency of the system of load shedding.

While in centralized load shedding a single relay in the substation acts as one step of
the scheme of load shedding and performs measurement of frequency at one point in the
substation. When more than one step is required, extra under-frequency relays would be used.
Centralized systems of load shedding have also been used nowadays in the microprocessor-
based relays world. However, voltage relay and specified frequency could be used to do the
functions of complex load shedding in several steps and according to different standards as
specified by the plan of defense. The breakers tripping could be completed using GOOSE
messages. The group of loads that need to be shed would be determined by the device of load -
shedding, starting generally with lower priority loads. When using GOOSE messages, the
network would receive a message suggesting which step has operated and the distribution
feeder IEDs subscribing to this message would tumble their related breakers. Referring to
Figure 5 the centralized shedding was implemented based on wireless LAN for three feeders
communicate with centralized shedding IED using GOOSE message, the feeders send the load
status each 50ms with packet length 100 bytes and each feeder having a different priority. The
centralized load 1ED received the GOOSE message from feeders, and take voltage reading and
with advanced calculation if there is any instability in the frequency it will be send GOOSE
message to trip minimum priority feeder. This simulation can be seen in Table 3 at different
signal to noise ratio. The ETE delay achieved the requirement mention in IEC 61850-5. Table
4 shows the performance of WLAN at 5.0 GHz. The ETE delay at 5.0 GHz is less than at 2.4
GHz but it is more sensitive to the noise and distance between different nodes. The attribute
parameter for this scenario used 100 bytes packet length, the feeder send status each 20 ms and
the load shedding IED send a packet at rate 50 ms. The result was obtained using OPNET 18.0
license simulators.
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Figure 5. Centralized shedding based on wireless LAN
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Table 3
ETE performance for IEEE 802.11n at 2.4 GHz Band

(S/N) Signal to Noise ratio stream Minimum ETE delay Maximum ETE delay
in(dB) (ms) (ms)
20 4 0.1 11
35 4 0.05 0.7
36 1 0.07 1.0
24 1 0.08 13
18 1 0.2 3

Table 4
ETE performance for IEEE 802.11n at 5.0 GHz Band

(S/N) Signal to Noise ratio in stream Minimum ETE delay Maximum ETE delay
(dB) (ms) (ms)
23 1 0.4 0.9
23 4 0.35 0.8
32 4 0.05 0.5
32 1 0.05 0.35
18 1 0.25 1.7

5. Fast Distribution Bus Protection Scheme

Using overcurrent relays is the normal way for protecting distribution bus. Usually,
downstream feeder IEDs delays the upstream protection IED (IED-1) via coordination interval,
i.e., approximately 400-500 ms or more. In the case of a fault in feeder, this coordination
interval is injected to let downstream feeder IED before bus IED. Nevertheless, if there is a
fault on bus, overcurrent protection of the bus would be delayed by this coordination delay (400
ms to 500 ms). Hence, delay could be extremely decreased via installing WLAN
communication of a low cost as clarified below: In this structure, peer-to-peer IEC 61850
GOOSE message could be used for signal sending from feeder protection IEDs to bus
overcurrent IED. This structure needs only non-directional elements of overcurrent protective,
with communication channel of a low cost (i.e. wireless LAN). In case of feeder fault, a fault
would be detected by two IEDs:first, corresponding feeder IED, and second upstream bus IED.
Thus, BLOCK command will immediately be sent by feeder IED using IEC 61850 GOOSE
message, and the fault will be isolated by feeder IED. Furthermore, if the distribution substation
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bus has a fault, none of the feeder IEDs would detect the fault, and thus, no BLOCK message
will be received by bus IED, and bus IED will be normally operated after an approximate delay
of 60 ms. Therefore, coordination delay could be decreased from 400-500 ms down to 60 ms.
The life of components installed on upstream of distribution bus will be improved by this
structure, i.e. distribution transformer, as the fault current time going over these components
lessens. See Figure 6. The ETE delay of GOOSE Block message can be seen in Figure 7. This
delay increased as a signal to noise ratio decrease. This result was obtained when WLAN IEEE
802.11n work under single stream, and 400 ns Guard Interval, the fault feeder send GOOSE
message at 1,000 Hz rate and packet length equal 100 bytes, while health feeder send GOOSE
message at rate 1 sec.

6. Future with IEC 61850

IEC 61850 was originally designed based on the assumption that the bandwidth of the
communication network will not be a limiting factor. For LANSs with transmission speeds of
100 Mbit/s or greater, this assumption holds true in most cases. But for SS-to-SS
communication,

Figure 6. The concept of the fast distribution bus protection scheme

GOOSE Bus Protection

20 db
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Figure 7. ETE GOOSE Message for Fast Bus protection
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Such communication paths generally do not exist requiring bandwidth limits be taken into
account. Apart from possible performance issues, the function D2 in station D shall be able to
access function E2 in station E as if both would reside in the same local substation network.

There are two methods for that tunneling approach and gateway approach as mentioned in IEC
61850-90-1. See Figure 8. The operations of communication between SS-CC are described
regarding to the different use situations. In this domain three main groups of users can be
known. Distribution system operators (DSO), industrial power system operators and Transport
system operators (TSO). Their conditions on the SS-CC communication are very different.
There are two ways for communication between SS-CC to access the IEDs in the substation,
first, using direct communication or using proxy/gateway as shown in Figure 9.

8S-to-SS
Station D Communication way regarding to Station E
IEC 61850-90-1
Function Function
D1 E1
Function ‘ Function
D2 E2
Figure 8. Proxy/gateway concept
Ccnti ol
Ce ntie
// \/ lu | £ ss
s
-
<
<

Figure 9. Substation to substation communication
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7. Full Access

Full access functions control Centre access the IEDs directly without pass through proxy/
gateway. This allows performing the same operations with the device as if it would be
connected to the same network. Cyber security must be afforded for the connection to fulfil the
security demands. “Tunneling” is a way to join multiple communication networks. Using
tunneling as a communication link the substation network it becomes as a part of control center
network. The control center can address the devices in substation network directly. Tunnel will
be known by switch and routers in the network. The router can be connected to two independent
communication path infrastructures to achieve redundancy. This way will provide
communication path failure protection. Parallel redundancy for communication failure
protection fit the demands of the industrial power system and other applications. For example,
the remote services of IEDs (Figure 10)

Control Centre

Transparent
Tunnel

Substation LAN
LAN
IED

=

Figure 10. Full access to LED

8. Restricted Access

The restricted access is used for different applications, and not limited to, SCADA
applications. Restricted access application means that there is no direct access to the devices.
Presented data and services by proxy/gateway only can be used by those devices. The proxy
idea has been part of the IEC61850 protocols standard from the beginning. It defines devices
that present one by one copy of logical devicesfrom other IEDsto a client. The proxy/gateway
has been extended for the function of the SS-CC communications to enables the renaming and
rearrangement of information. This enables condensing and filters substation data. Furthermore,
renames the data to switch from device-oriented addressing to topological addressing. Then
proxy/gateway access method improve the security because only those device dataand services
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which are accessible from the outside that are configured in the proxy/gateway. IEC62351 is
used for the SS-CC link to provide cyber security.

IEC 61850 Growth dramatically and will be used in Hydro power (IEC 61850-7-410),
Distributed energy resources (IEC 61850-7-420), wind power (IEC 61400-25), Gate way
mapping to IEC 60870-5-101/104 (IEC 61850-80-1), Between substations (IEC 61850-90- 1),
Between substation and control Centre (IEC 61850-90-2), GOOSE and Process Bus over IP
Multicast for Synchro phasor communication (IEC 61850-90-5), and new mapping for IEC
61850 for using in the smart grid or web services. To integrate DER with IEC 61850 over
Extensible Messaging and Presence Protocol (XMPP), The IEC 61850 specifies a method of
exchanging non-time-critical data through any kinds of network, including public networks,
using IEC 61850-8-2 Specific communication service mapping (SCSM) — Mapping to
Extensible Messaging Presence Protocol (XMPP). The IEC 61850-8-2 is complementary to the
existing SCSM (8-1); not competing sees Figure 11, and Figure 12 for more details

IEC 61850 — ACSI
Client / Server Services

Specific Communication Service Mapping (SCSM)

—

Figure 11. Specific communication service mapping- Mapping to Extensible Messaging Presence

Protocol
APPLICATION
Device Object Model IEC 61850-7-3, 7-4
Device Model Data Objects | Data Types Naming Conventions —— TR
> MMS/XER
'§ (XML Serialization)
SCSM-8-2 (XML Messaging) Tl Teaw

Transport Layer Security (TLS)

Figure 12. Protocol Stack for IEC 61850-8-2
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9. Conclusion

The GOOSE model lets the protection development, as well as the development of
control systems, that give some important advantages comparing to conventional hard -wired
systems. The GOOSE benefit includes reduced installation costs, improved flexibility,
improved interoperability, reliability and performance, reduced maintenance. IEC 61850
substation architectures provide significant benefits to users and flexibility to accomplish new
objectives that are too costly with legacy technology. Justification is challenging but realistic.
IEC 61850-8-2 extents the IEC 61850 technology by a mapping based on XMPP. It provides a
secure and powerful communication for public networks considering end-to-middle and end-
to-end security relations, IEC 61850-8-2 is intended to use for power management and demand
response of DER (distributed energy resources).
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